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INTRODUCTION

This manual is designed for the computer user or programmer who
has some background in programming, machine 1language and
program protection. We are not going to assume a high level of
expertise. We only expect that the reader has read and become
familiar with the information presented in the PROGRAM
PROTECTION MANUAL FOR THE C-64 (VOLUME I).

The best way to get the most out of this book is to keep the
PROGRAM PROTECTION MANUAL FOR THE C-64 (VOLUME I) handy for
reference. One cannot be expected to remember all the
techniques described in the first manual, so feel free to refer
back to it for information when needed.

The information presented herein will be for illustrative
purposes only. The routines featured 1in this manual are
original and contain code similar to that in actual use. Don't
be surprised if you see some programmers using our routines in
the near future, they've done it before.

The first few chapters are a review of some very important
aspects of computer software. If the information contained 1in
these chapters seems familiar, that's because it is mainly from
the first manual on program protection. Please take the time to
re-read this information. It is very important!

The rest of the manual contains all new information, presented
in a logical manner. Read this book from front to back, first
chapter to last. The information presented in the earlier
chapters is used as building blocks for the T1later <chapters.
Take your time when reading the chapters, try to understand
each and every concept before going on. It has taken months to
compile the information contained in this manual so don't feel
bad if you don't understand all of it the first time through.

We have called upon many different experts to help us write
this manual. We would like to give special credit to these fine
folks for all their help. Without their help this manual could
not have been written.

SPECIAL THANKS TO THE FOLLOWING PEOPLE FOR CONTRIBUTING TO THIS
MANUAL - YOU FOLKS DID A GREAT J0B!!

BILL MELLON DAVE JOHNSON
CAYE GIRGENTI P. J. MYERS
PHIL SLAYMAKER MIKE POWERS

T. N. SIMSTAD

P.S. Thanks to my wife and kids for putting up with me while
writing this. .



COPYRIGHT NOTICE

PROGRAM PROTECTION MANUAL FOR THE C-64 VOLUME I1I
COPYRIGHT 1985 (C) BY CSM SOFTWARE INC
ALL RIGHTS RESERVED

This manual and the computer programs on the accompanying floppy disks, which are
described by this manual, are copyrighted and contain proprietary information
belonging to CSM SOFTWARE INC.

No one may give or sell copies of this manual or the accompanying disks or of the
listings of the programs on the disks to any person or institution, except as
provided for by the written agreement with CSM SOFTWARE INC.

No one may copy, photocopy, reproduce, translate this manual or reduce it to
machine readable form, in whole or in part, without the prior written consent of
CSM SOFTWARE INC.

WARRANTY AND LIABILITY

Neither CSM SOFTWARE INC., nor any dealer or distributor makes any warranty,
express or implied, with respect to this manual, the disk or any related item,
their quality, performance, merchantability, or fitness for any purpose. It is
the responsibility solely of the purchaser to determine the suitability of these
products for any purpose.

In no case will CSM SOFTWARE INC. be held liable for direct, indirect or
incidential damages resulting from any defect or omission in the manual, the disk
or other related items and processes, including, but not limited to, any
interruption of service, loss of business, anticipated profit, or other
consequential damages.

THIS STATEMENT OF LIMITED LIABILITY IS IN LIEU OF ALL OTHER WARRANTIES, EXPRESS

OR IMPLIED, INCLUDING WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. CSM SOFTWARE INC. will not assume any other warranty or liability. Nor

do they authorize any other person to assume any other warranty or liability for
them, in connection with the sale of their products.

UPDATES AND REVISIONS

CSM SOFTWARE INC. reserves the right to correct and/or improve this manual and
the related disk at any time without notice and without responsibility to provide
these changes to prior purchasers of the program.

IMPORTANT NOTICE

THIS PRODUCT IS SOLD SOLELY FOR THE ENTERTAINMENT AND EDUCATION OF THE PURCHASER.
IT IS ILLEGAL TO SELL OR DISTRIBUTE COPIES OF COPYRIGHTED PROGRAMS. THIS PRODUCT
DOES NOT CONDONE SOFTWARE PIRACY NOR DOES IT CONDONE ANY OTHER ILLEGAL ACT.
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SOFTWARE LAW

The purpose of this chapter is to inform the user of the C(C-64
computer what they may and may not do with the programs they
have purchased. I am not a lawyer and I am not trying to give
legal advice. What I am trying to do is make the average user
more aware of some of the aspects of software law. If you have
any specific questions go to your own lawyer or a lawyer who
specializes in software law.

Programs may take many forms. They may be purchased on disks,
cassette tapes, cartridges or stringy floppies for the C-64.
The only difference between a blank disk and a word processing
program is a small amount of magnetic information that has been
placed on the disk. Usually the magnetic information can be
placed on the disk in less than a minute. With todays high
speed copy machines, programs may be duplicated within a
minutes or less. This will include the time necessary to verify
the disk.

Many programs take thousands of hours to develop. A good
program will need a great amount of time to develop and debug.
Anyone who has written even a simple program in BASIC can
verify this fact. Consider the time required to write a good
data base or a good word processor. (0Often times the program
will be developed by a group of programmers, all working
together to finish the program. Each programmer may be a
specialist in a particular aspect of the program. How can a
programmer make any money if it takes months to develop a
program and only minutes for a software pirate to copy?

Two methods currently exist to protect the program from
unauthorized copying. Both offer the programmer some amount of
protection for his software. First is the legal method, this is
the law of the country where the program is used. Second is the
copy protection method, this is the method that the programmer
uses to actually prevent unauthorized duplication of the
software. In this chapter I will cover a few of the more
popular legal ways of protecting computer software.

The Congress of the United States has passed a number of 1laws
to protect the author of a computer program. There are many
ways that a programmer may legally protect his software from
being copied.

1). Trade Secret:

Trade secrets will protect the program as long as the program
is kept a secret. If you keep your program secret and the code
that makes the program work a secret, you have the Dbest
protection of all. The difficulty comes in when you try to sell
the program to the customer. If you don't require the customer
and all the users to sign a non-disclosure agreement, your
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program that will allow the user to back up this new protection
scheme. Then the programmers come up with a new protection
scheme that can not be copied..... and so on and so on.

Now the level of expertise in program protection is at a new
plateau. Programmers have become more sophisticated and so have
the program protection schemes. Some companies have included an
extra sector on tracks 18-24. This may seem Jlike a new
protection scheme, but it is really a very old technique. The
extra sector is a hold over from the days of the 2040 & 3040
disk drives from Commodore. Commodore disk drives used to have
one more sector than the 1541 does on tracks 18-24., A1l a
programmer had to do is use the format from a 2040 or 3040 disk
drive and copy his program on to it. Then the programmer checks
for the presence of the extra sector, if it's there the program
‘will execute properly. If the extra sector is not there, the
program will crash.

Well, in just the past few months we have seen some very
drastic changes and advancements 1in the field of program
protection. Programmers have learned how to read and write data
anywhere on the disk. The data can be written on the track or
in between tracks (half-tracks). The data can be placed beyond
track 35 (extra tracks). The data may be written at different
speeds to the disk (modified density). The data can be written
in a number of different ways to the disk. It is not important
how the programmer choses to write the data on the disk. What
is important is that the programmer must be able to verify that
the non-standard data is present. Recall our discussion of the
concept of program protection. Keep in mind that no matter what
form of program protection is used on the disk, the same basic
premise of checking for the non-standard data is followed.

We have made an attempt to bring the reader up to date in the
field of program protection. From here it will be necessary to
look at the specific way that data is stored on the disk, how
this data can be modified and how a program can be written that
will read this non-standard data. Up to now the information
presented has been very straight forward and easy to follow.
From here on out, in may take a 1ittle more <concentration to
fully understand the material. If you don't grasp everything we
are telling you, don't worry about 1it. Take your time and
re-read the following chapters if necessary.
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THE FUTURE: A PERSONAL OPINION

We've stepped through the -evolution of copy protection
techniques and now it's time to look at the future. What is the
direction for copy protection, and what does that mean to the
user? Will the new protection schemes prohibit you from making
an archival copy of your software?

Copy protection is becoming so sophisticated that many of the
current copy programs are unable to handle the present schemes
let alone those of the future. We have investigated the newest
copy programs on the market and have found each one lacking in
some way. Some are better than others, but none have been able
to successfully overcome all of the protection schemes
currently being wutilized. This is not meant to be a
condemnation of copy programs, but merely a statement of fact.

We are now approaching a level of protection that simply cannot
be overcome. This is mainly due to. the built 1in hardware
limitations of the 1541 Disk Drive. -

You may have noticed that the newest copy programs will only
copy specific programs. A few months later, an update is
offered that will copy a few more programs. This is the future
folks! Most of the copy programs today 1include a routine to
read the headers of the original disk. Once this information is
read, the program goes into a vroutine to duplicate THAT
specific disk. If it is not a disk that has been analyzed ‘in
house' and provided for through the copy program, you will
probably end up with an unsuccessful copy attempt. With the
introduction of non-standard sectors, altered density bits,
extra sectors, and the like, it is becoming increasingly more
difficult for a copy program to allow for and deal with all of
these possibilities. We can copy a disk that utilizes all of
these techniques, but where these errors are to be placed on
the disk and which techniques will be used is the problem we
face now. This does not include what weé will encounter in the
future. Copying some of these schemes will require extensive
investigation of each track and sector of the original disk and
even then we have the problem of duplication. Some of the
schemes being developed today may, because of hardware
limitations, prove impossible for the 1541 disk drive to
duplicate.

Where does this 1leave the Jlegitimate wuser? Although the
programmers intent is to keep his work safe from the ‘'pirate',
it is the legitimate user that comes up on the 'short end' in
this never-ending saga. It would seem that every program you
buy, requires that you also purchase an wupdated copy program
before you can exercise your right to make an archival copy of
your software. And what about those who own other types of disk
drives? Are they to be kept from wusing the latest software
because the protection scheme being utilized by the programmer
can only be read from a 1541 disk drive? Copying some of these
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schemes requires extensive investigation of each track and
sector of the original disk and even then we have the problem
of duplication.

Making a archival copy of your original program, still does not
allow you to exercise all of your rights. You are allowed by
law to make revisions to the programs that you own (provided
that these revisions are essential the Tlawful wuse of the
program). This may be a crucial factor in business software, or
utility programs. The programs you buy may not satisfy all of
"your needs. You may purchase a program and find yourself
wishing that it had one or two more features. If you could
access the code, you could add those features! A perfect copy
of the original disk will not allow you access to the code if
the program is protected. Let's not forget that some of these
programs still 'beat' your disk drive to death. A copy disk
will not eliminate this problem for you either.

The material presented in this book, along with it's
predecessor {(PROGRAM PROTECTION MANUAL FOR THE C-64), is
designed to offer you an alternative. You can take control of
your software, or you can remain a passive victim. The road to
control may seem rocky at first, but it is worth the time and
effort. With the techniques and tools provided through these
manuals, you will learn to create your archival copies and have
the access necessary to alter the program code to suit your
needs. With time, patience, effort, and careful study, you will
no longer have to purchase those expensive ‘'updates' to
exercise your rights.

Try out the techniques presented in this manual. If one doesn't
work, try another. You'll find that what you 1learn from one
program can be applied to another. Why not <change a branch
statement, or hunt for an entry point instead of taking out
your check book to purchase the latest '99.999% EFFECTIVE COPY
PROGRAM' on the market?. Just a thought on those '99.999%
EFFECTIVE COPY PROGRAMS' - Why is it that every time I want to
copy something, it falls in that 0.001% group???? MWith our
methods the most you can lose is a little time, but we believe
you'll prefer that to losing money.

Don't be surprised if you learn something along the way. This
was one of our primary goals in the preparation of this manual.
LOAD and RUN is not enough for those who wish to know WHY. Why
do some programs run automatically? Why does the disk drive
rattle with some programs? How does SYS 64738 perform a RESET?
How can I make my programs re-start by pressing the RESTORE
key? You will find many of the 'hows' and 'whys' addressed in
these pages.

'A great deal of material is included on the 1inner working of
the disk drive. You will be able to see what the track and
sector editors do not show.

It's up to you now. Take charge and 1learn something in the
process. By the way, don't forget to have FUN!
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INTRODUCTION TO MACHINE LANGUAGE

In this chapter, we will take an introductory look at MACHINE
LANGUAGE (ML). We will use a machine language monitor to enter
our programs. The monitor we have chosen is LOMON, which is on
the program disk that accompanies PROGRAM PROTECTION MANUAL
VOLUME II. This monitor resides at HEX $8000, and may be
activated from BASIC with SYS 32768.

We do not present this chapter as the wultimate 'MACHINE
LANGUAGE TEXTBOOK'. Our main objective is to get you started in
the right direction. Simple applications will be presented,
along with examples to help clarify what you learn. For those
wishing to continue their study of machine language, CSM Inc.
is planning to publish a text in the near future. Watch the
NEWSLETTER for further details.

Programming in machine language requires careful attention to
detail. A difference of one byte could easily 1lock-up your
computer. A condition of this kind will not do any damage to
your computer, but you may find that the only way to recover
control of your computer is to use your RESET button. If you do
not have one, you will have to power-down and start over. By
all me?ns, if you don't have RESET button, get one (see PPM
Vol. 1

WHAT IS BINARY?

You could go through life without ever needing to understand
the BINARY number system. You can even program 1in machine
language without a knowledge of BINARY. So why even look at it?
First, it's nothing to be afraid of. Second, it is the
microprocessor's native number system. Although we will use the
DECIMAL system to help explain BINARY, our emphasis will be on
the relationship between BINARY and HEXADECIMAL (HEX). HEX is
important because this is how we will code our programs. It is
not essential to know BINARY, so if this section confuses you,
just skip it. You can always come back to it later.

One unit of memory is called a BIT. BIT stands for BINARY
DIGIT, meaning a unit that can be switched one of two possible
ways. Thus a BIT can have only two different values, ON (1) or
OFF (0). If we have a set of eight BITS, called a BYTE, the
total number of different combinations of 0's and 1's possible
is 256 (count 'em!). This gives us 256 one-byte codes we can
use to represent our program instructions, data, etc.

In DECIMAL (BASE 10), the rightmost digit 1is the 1least
significant digit. The digit in this position stands for
multiples of 1, which is called the place value. As we move
left, the place value increases by a factor of 10 each time
(this is what makes it a BASE 10 number). The second position
has a place value of 10x1=10, the third position 10x10=100, the
fourth position 10x100=1000, etc. The total contribution made
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by a particular digit in a number is calculated by multiplying
the digit itself times its place value. Let's look at the base
10 number 4321 as an example.

PLACE VALUE 1000 100 10 1
x DIGIT USED 4 3 2 1
= TOTAL VALUE 4000 300 20 1

Interpreted in DECIMAL this set of digits represents a value of
4000+300+20+1 = 4321. This should come as no surprise.

In BINARY (BASE 2) the rightmost digit position also has a
place value of 1. As we move left, however, the place value
increases by a factor of 2 rather than 10 (see below). Also, in
binary the only digits that can be wused are 0 and 1, so
multiplying the digit times its place value is very simple. If
the digit is 1, include the place value in the number's total
value; if the digit is 0, ignore 1it. Let's wuse the binary
number %10110110 as an example - (the % 1is wused to indicate
binary).

PLACE VALUE 128 64 32 16 8 4 2 1
x DIGIT USED 1 0 1 1 0 1 1 0

----------------------------------------------

= TOTAL VALUE 128 0 32 16 0 4 2 0

This set of BINARY digits represents a DECIMAL value of
128+32+16+4+2 = 182.

Now you try a couple.

PLACE VALUE 128 64 32 16 8 4 2 1
x DIGIT USED 0 1 0 1 i 0 1 1

= TOTAL VALUE 0 64 0 16 8 0 2 1
The value returned is 64+16+8+2+1 = ?

PLACE VALUE 128 64 32 16 8 4 2
x DIGIT USED T 0 0 0 1 1 0 1

L R R L . L N e R N L

= TOTAL VALUE
The value returned is ?
That's all there is to it. Now if the programmer had to program
in BINARY, it would be a real chore. After a while all those

0's and 1's start to dance around before your eyes. They are
difficult to remember, and hard to type in.
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HEX TO THE RESCUE!

Instead of BINARY we can use HEXADECIMAL (HEX). HEXADECIMAL is
BASE 16. We know that there are 10 different digits (0-9) in
DECIMAL and we've learned that there are only 2 different
digits (0-1) in BINARY. In HEX, therefore, we have to have 16
different digits. Wait a minute, you say. We <can wuse the
regular digits 0-9 for the first ten HEX digits, but what do we
do for the other six? Answer: we use the letters A through F to
stand for the 'digits' 10 through 15,

The following chart should make the relationship clearer:

DECIMAL BINARY
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001

AP LWN—=O0OWONONHLWN—O

TR TR R R 3L 2R IR IR 3R 3R IR 3R IR 3R IR 3R R
PP AR AAPAPAPIT
m
OTMMOOWIBWONIDITNLWN—O

—h
O = OO

— et b it
QO it ok et el ik wd
QO ket OO it =2
O—0O—=0 =0

R
—

Once again, the rightmost digit position in HEX has a place
value of 1. As we move to the left, this time the place value
increases by a factor of 16 each time. Let's 1look at how we
determine the (DECIMAL) value of the HEX number $10A5 (the $
indicates HEX).

PLACE VALUE 4096 256 16 1
x DIGIT USED 1 0 A 5
= TOTAL VALUE 4096 0 160 5

The DECIMAL equivalent of $10A5 is therefore 4096+160+5 = 4261.
Note that the HEX digit 'A' stands for 10 as shown in the chart
above.

The reason we use HEX instead of BINARY is that it is easy to
convert from one to the other, and HEX numbers are easier to
remember. To convert from BINARY to HEX, you divide the BINARY
number into groups of four BITS (starting from the right end of
the number). Each group corresponds to exactly one HEX digit,
in fact the corresponding digit from the <chart above. For
instance % 0110 1100 is converted to HEX by substituting the
HEX digit $6 for %0110 and HEX digit $C for %1100. Thus % 0110
1100 equal $6C. Pretty neat, huh?
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