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COPYRIGHT NOTICE

PROGRAM PROTECTICN FOR THE C-64
COPYRIGHT 1984 BY T. N. SIMSTAD
ALL RIGHTS RESERVED

This manual and the computer programs on the accompanying
floppy disks, which are described by this manual, are copyrighted
and contain proprietary information belonging to T. N. Simstad.

No one may give or sell copies of this manual or the
accompanying disks or of the listings of the programs on the
disks to any person or institution, except as provided for by the
written agreement with T. N. Simstad.

No one may copy, photocopy, reproduce, translate this manual or
reduce it to machine readable form, in whole or in part, without
the prior written consent of T. N. Simstad.

WARRANTY AND LIABILITY

Neither C S5 M SOFTWARE, T. N. Simstad, nor any dealer
distributing the product, makes any warranty, express or implied,
with respect to this manual, the disks or any related item, their
quality, performance, merchantability, or fitness for any
purpose. It is the responsibility solely of the purchaser to
determine the suitability of these products for any purpose.

In no case neither C § M SOFTWARE nor T. N. Simstad will be
held liable for direct, indirect or incidental damages resulting
from any defect or omission in the manual, the disk or other
related items and processes, including, but not limited to, any
interruption of service, loss of business, anticipated profit, or
other consequential damages,

THIS STATEMENT OF LIMITED LIABILITY IS IN LIEU OF ALL OTHER

WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,., Neither C S
M SOFTWARE nor T. N. Simstad assumes any other warranty or

liability. Nor do they authorize any other person to assume any
other warranty or liability for it, in connection with the sale
of their products.

UPDATES AND REVISIONS

T. N. Simstad and C S M SOFTWARE reserves the right to correct
and/or improve this manual and the related disk at any time
without notice and with out responsibility to provide these
changes to prior purchasers of the program.

Although every attempt to verify the accuray of this document has
been made, we cannot assume any liability for errors or
omissions. No warranty or other guarantee can be given as to the
accuracy or suitability of this book or the software for a
particular purpose, nor can we be liable for any loss or damage
arising from the use of the same.



INTRODUCTION

This may be the most important part of the book to read. T will
give you some tips on how to get the most out of this beook. If
you are just starting to learn program protection you should
start at chapter 1 and read the book thru to the end. If you have
some experience at program protection you should start out at
chapter 1 and read the book thru to the end. Each and every
chapter will build on the previous one. Every chapter contains
hints and suggestions that may be of benefit to you later.

First start out by loading the directory on the disk. Do this
now.

Can't load the directory, can you? 2 The directory has been
specially modified to prevent you from listing 1it. Your disk
drive will continue to load the directory until your computer
crashes. The only way to stop the directory from loading is to
turn the computer off and then back on again.

Many modifications may be made to disk based program to make it
unlistable. In this book you will learn to restore the disk and
how to modify your own disks., Many important ideas will be
covered in the book, if you see an item repeated in two or more
chapters it is because it is important. Take your time while
reading this book, underline the passages that are important to
you. If something does not make sense the first time that you
read it, don't worry about it. A lot of information is contained
in this book, it may take you two or three times to fully
understand every chapter.

If you wish to try your hand at program protection, make the
modifications to a disk that does not contain any wvaluable
information. This way if you should make a mistake, you will not
loose any valuable information. The best way to learn 1is by
doing. As you read this book you should try doing some of the
protection schemes listed.

Take your time., It took me months to compile the data contained
in this book. You probably won't understand it all the first time
you read it.



RISK DIRECTORY

MOVE BASIC FRG 1
DISK CHECKER FRG 5
ID CHECKER FRG 4
AFFEND FRG 1
BLOCK AL % FREE FRG !
DISK ADDR CHANGE FRO 4
DIGK DR FR@ a3
BACKEUF 228 FRE 7
TEST #1 FRG Z
EEYBRD BUFFER FRG 1
ERRUR CHECK FRLG =2
USkR FlLEs FRG 5
USER. WOW FRG 8
SUFER LINES FRG I
ML &% BASIC FRG 4
ML % HASIC #2 FRG 4
UL & u FRia &
MOD FOINTERS FRé 1
sFEED COFY FRG 11
TEST Mo FRG 3
FRESTORE FRG 1
LLMUON 8Y&S819% FRG 17
HIMON SYS491858 FRG 17
LOMON SYS52768 FRG 17

THE DIRECTORY OF THE DISK HAS BEEN MODIFIED TO FREVENT YOU
FROM LISTING IT. IT WILL BE NECESSARY TO RESET THE TRACK
AND SEUCTOR FOINTERS TO MAKE THE DISE LISTABLE. THE FUOINTERS
HAVE BEEN CHANGED TO FLACE THE DIRECTORY IN AN ENDLESS
LQUF.

OTHER MODIFIGCATIONG HAVE BEEN MADE. SEE IF YOU CAN FIND
THEM ALL. THE CHAFTER ON THE DISK DRIVE WILL DOCUMENT ALL
THAT NeEDS TO BE CHANGED. GOOD LUCK!

THE VERSIUON OF DISK DR CONTAINED ON THIS DISH HAS BEEN
SLIGHTLY MODIFI&ED TO MARE IT WORK ON D1SKES WILL ENDLESS
LOUF DIRECTORILIES.

ALL THE FROGRAMS CONTAINED ON THE DISK ARE FUBLIC DOMAIN.
FEEL FREE TOQ DO WITH THEM AS YOU WISH.
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SOFPTWARE LAW

The purpose of this chapter is to inform the wuser of the C-64
computer what they may and may not do with the programs they have
purchased. I am not a lawyer and I am not trying to give legal
advice., What I am trying to do is make the average user more
aware of some of the legal aspects of software law. If vyou have
any specific questions go to vour own lawyer or a lawyer who
specializes in software law.

Programs may take many forms. They may be purchased on disks,
cassette tapes, cartridges or stringy floppies for the C-64. The
only difference between a blank disk and a word processing
program is a small amount of magnetic information that has been
placed on the disk., Usually the magnetic information can be
placed on the disk in a matter of minutes. With todays high speed
copy machines, programs may be duplicated within a matter of
minutes. This will include the time necessary to verify the disk.
This will make certain that the disk will perform as expected.

Many programs take thousands of hours to develop. A good program
will need a great amount of time to develop and debug. Anyone who
has written even a simple program in BASIC can verify this fact.
Consider the time required to write a good data base or a good
word processor, Qften times the program will be developed by a
group of programmers, all working together to finish the program.
Each programmer may be a specialist in a particular aspect of the
program. How can a programmer make any money if it takes months
to develop a program and only minutes for a software pirate to
copy?

Two methods currently exist to protect the program from
unauthorized copying. Both offer the programmer some amount of
protection for his software. First is the legal methoed, this is
the law of the country where the program is used. Second is the
copy protection method, this is the method that the programmer
uses to actually prevent unauthorized duplication of the
software. In this chapter I will cover a few of the more popular
legal ways of protecting computer software,

The Congress of the United States has passed a number of laws to
protect the author of a computer program. There are many wavys
that a programmer may legally protect his software from being
copied.

1. Trade Secret:

Trade secrets will protect the program as long as the program 1is
kept a secret. If you keep your program secret and the code that
makes the program work a secret, you have the best protection of
all. The difficulty comes in when you try to sell the program to
the customer. If you don't reguire the customer and all the users
to sign a non-disclosure agreement, your trade secret status may
be lost, Trade secrets work well during the development phase of
the program, but they are impractical if the program 1is to be
mass marketed.
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2. Patent Protection:

Copyrights only protects the expression of an idea, whereas a
patent will protect the idea itself. If your program is granted a
patent, you will have a seventeen year monopoly on your idea.
This sounds like it might be the ideal way to protect vyour
program. Right?

WRONG! Patents many times take two or more years to obtain, vyour
program may be obsolete before it has patent protection., Also the
patent office may be unwilling to provide vyour program with a
patent.

3. Trademarks:

The trademarks can only protect the name of the program, not the
program itself, If your program has a good name, you will want to
use a trademark to prevent anyone else from using the same name
on their products.

4. Copyright:

A copyright will protect the expression of an idea, not the idea
itself. Although this last statement may sound confusing, it
really is easy to understand.

Most lawyers agree the best legal protection for your scoftware is
through the use 0f the copyright protection laws. In recent years
the copyright laws have been updated and protection has been
specifically extended to computer programs. This coverage will
apply if the program is on a disk, cassette tape, cartridge or
part of the internal ROM memory of the computer.

I stated earlier that the copyright will protect the expression
of an idea, not the idea itself. Let's look at this example. You,
as a software author are working on word processing program. This
is to be the best word processing program ever made. Tt will have
all the functions of any other word processor plus a few new
ideas of your own. While you are writing the program, vyou make
every effort to insure that no one gets a copy of vyour code,
thereby insuring vyour trade secret protection is maintained. Once
the program is finished you copyright the program and begin to
market the program. A few weeks later you find out that someone
else has just marketed a new word processing program, this
program has every feature that your program has. The two programs
are very similar and perform all the same functions. Could this
be a case of copyright infringement? Possibly, or it could be the
case of two programmers simultaneously creating similar programs.
Even though the programs appear to be similar, they have been
created independently of each other. The other program may
perform the same functions that yours does, but it does it in a
different way. It is not what the program does, it is how it does
it. Thus the statement: A copyright will protect the expression
of an idea, not the idea itself.
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Let's take a look at another example. You develop a word
processing program. A software pirate buys a copy of vyour
program. He changes the name and a few lines of code. The pirate
then sells the program as his own. This is a clear cut case of
copyright infringement. One can not Jjust change a few simple
lines of code and say that they are the author. If you take the
pirate to court it would be an easy c¢ase to win. The program
would have to be substantially different from your program in
ordered to be considered unique.

The copyright is automatically born when the program 1s created
and transferred from you to paper, disk or other media. You have
up to five years to perfect your copyright with the Copyright
Qffice. When you wish to perfect the copyright, you must follow a
few simple steps. First, you need to place the proper copyright
notice in a consplicuous place, you must file the proper form with
the Copyright Office, send in a check for Ten deollars, the first
twenty five pages and the last twenty five pages of your program.
It would be advisable teo contact your lawyer for further
information on how to proceed.

You, as a software author, have copyrighted your program and have
done it properly. What is to prevent scome one from copying vyour
program? The copyright law states that anyone who willingly
copies your program is in violation of the law. They don't have
to sell your preogram to violate the law, they only have to copy
it to be in violation. The law does provide for the owner of the
program to make one copy for archival purposes only.

If you find that someone has violated the law and is copying your
program you can sue that person. You may recover any actual
damages that you incurred, your attorneys fees, court c¢osts and
whatever other damages the court wishes to order. You may also
request an injunction to prevent the pirate from any further
copying of your program.

Your local library is a good source of reference on computer
software law. Many books have been written on the subject in the
past few years. Try to get the most recent one, because the law
is changing almost daily.

5. Limiting liability:

This form of protection may very well be the most important for
the software author. By limiting his liability the software
author can protect himself from unhappy or dissatisfied
customers. The personal computer is covered by consumer
protection laws. Any time the consumer purchases a software
program {(or most any item) certain warranties go with.

Three types of warranties are: express warranty, implied warranty
of fitness and implied warranty of merchantability. The express
warranty is created by the wording of the program or a salesmans
words (i.e. "This program will sort five thousand files in two
seconds”). If the product won't do it, it shouldn't say 1it. The
implied warranty of fitness only comes into play if a salesman
states that the program will fulfill his needs and the customer
buys the product based upon the salesmans recommendations. Again
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if the product won't do it, don't say that it will. The implied
warranty of merchantability states that the product is as good as
any one elses. This warranty 1s created automatically when your
program is sold.

Why then, is limiting liability the most important type of
protection for the software author? Because 1f vyou, as the
software author, don't properly disclaim each and every warranty,
the author or seller may be open to a lawsuit if the product does
not perform as the buyer expected it to. In many states the
disclaimer must be placed in a conspicuous location, visible
without opening the package, in order to be valid. If you put the
disclaimer in the wrong location, it may be considered void.
Contact a lawyer for specific information on limiting vyour
liability if you are considering writing programs.
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ARCHIVAL COPIES

The dicticnary defines the word ARCHIVE as follows: The place
where records or papers of historical interest are stored. The
meaning in the computer industry has taken a slightly different
turn. An archival copy of a program is a duplicate program that
is stored in a safe place, to be used in the event that anything
should happen to the original. Software laws today provide for
the owner of a program to make an archival copy of the original
program. It is your right to make a copy of any program that vyou
purchase. You alsc have the right to modify the program that vyou
purchase, providing that you don't make copies of the original or
the modified programs for anyone else.

I think that we all have purchased a program, gotten it home and
found that the program did not suit our needs. Sometimes the
program only needed a small change to suit our particular needs.
Other times the program was junk and we just wasted our money. If
you wish to modify the program, you may do so. You may not give
copies of the modified program to your friends., It is still
protected by copyright laws, Changing a few lines of code or
renaming the program will not 1let the purchaser usurp the
copyright law.

Software stored on disk or tape 1is highly susceptible to damage.
Should the original copy of a program become unuseable for any
reason, the user only has to go to his archives and retrieve the
archival copy and he is back in business,

How does one obtain an arvchival copy of a program? Some software
companies provide a backup program for a nominal fee. Others do
not. They leave it up to the individual to make his own copy. In
the interest of preventing software piracy some companies make
their software virtually uncopyable.

What is the owner of the program to do? The manufacturer will not
supply a backup and the program has a great deal of protection
built in to prevent illegal copying. This protection prevents the
legitimate buyer from making an archival copy. It seems some
software companies want people to 'break' their programs in order
to obtain a backup copy. 'Breaking' a program refers to removing
all the protection schemes from a program. 'Breaking' a program
will allow the program to be copied by any convenient method. The
broken program will perform exactly the same as the original. The
only difference between the original and the broken version is
the program preotection. In some ways 1t seems that software
companies are encouraging piracy, by forcing the end user to
break a program in order to obtain an archival copy. Once the
program is broken anyone can copy 1t and many times they do
(illegally of course}. Remember, once vou have purchased the
program it is yours, to do with as you wish. You may modify the
program, you can change the program, vyou can even sell the
original version of the program if you wish., You may NOT make
copies of the program to give or to sell to other people. That is
illegal.
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I have just received a copy of a program that will copy almost
any disk, errors and all. It takes less than five minutes to make
a copy of a full disk and, in most cases, will make an exact
duplicate of the original program, including any errors. The
major problem with the copy program is that the copied program
will perform just like the original.

You might ask why I think that this is a problem. If the original
disk used 'bad blocks' the copy will use 'bad blocks'. 'Bad
blocks' is a type of program protection that will literally beat
your disk drive to death when the program loads in to memory. The
programmer will intentionally write a bad block on the disk. This
bad block does not contain any information, its only purpose 1is
to generate an error when the disk drive tries to read the block.
The disk drive will make a loud banging sound when it tries to
read this bad block. This banging results from the cam (that
moves the read/write head) bumping against 1its end stop. This
bumping can be very hard on the disk drive., Many disk drives have
been knocked out of alignment while trying to read a bad block.

It is the program author's right to protect his software from
unauthorized duplication. It is your right to protect vyour disk
drive from being beat to death. You have the right to protect
vour investment from being rendered useless. It is your right to
'‘fix' the program so that it will not beat your drive to death.
You also have the right to make an archival c¢opy of vyour
programs. Don't let a protected programs keep you from having the
copy vyou need.
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COPY PROTECTION

Copy protection refers to the methods that a software author uses
to protect his program from unauthorized duplication. These
methods range from the simple to the bizzare. Most often copy
protection is an afterthought. The software author will spend
weeks or months writing a program. Then he usually spends a few
hours protecting his work. I have seen programs that have taken
literally thousands of hours to write, then the author spends
thirty minutes on the protection scheme.

Programs on cassette may be protected by several methods. The
program may be stored on the tape in several parts. Each part
will load the next part. Information may be stored in such a way
that it may be difficult to copy with only one cassette plaver.
There is not a lot one can do to protect software saved on
cassette. There are a few firms which make an 1interface which
will allow the user to copy any cassette based program to another
cassette. These interfaces will make exact copies of the
original. When one considers the cost of such an interface, it
will provide the most economical methcd of program duplication.
Find a friend who has a cassette player and share the cost of the
interface.

Disk based programs can not be ceopied as easily as cassette based
programs. If they could there would not be any need for this
book. Programs stored on disk have more options as to their copy
protection., The BLOCK ALLOCATION MAP (BAM) may be modified. The
DIRECTORY (DIR) can be hidden from the user or it may be modified
to prevent the user from 1listing the directory. Special
information may be stored on the disk in such a manner that it
may not be easily retrieved by the average user. Many different
types of errors may be intentionally placed on the disk. These
errors will be checked by the program as it runs. If the error is
of the proper type and at the proper location the program will
execute. If some one makes a copy of the original disk and does
not place the errors on the duplicate disk the program will not
run. Disks may be formatted on a disk drive that is not totally
compatible with the 1541. The program will load and run properly,
but duplicates can not be made on the 1541 disk drive.

Information is stored on the disk in what 1is called a BLOCK.
There are 683 blocks of information that may be used on the 1541
drive. Each block may contain up to 256 BYTES of information. ‘ In
addition to the 683 blocks, the disk will also contain some
special information, including SYNC MARKS, ID numbers, CHECKSUM,
the TRACK and SECTCR numbers and another CHECKSUM, The disk drive
uses this special informaticn to process and identify the Dblock.
This special information is referred to as the HEADER. Some
software manufacturers will modify the 'header' in such a fashion
that this block of information is no longer readable by the disk
drive. Once a block has been modified in this manner it 1is
referred to as a BAD BLOCK. Generally a bad block does not
contain any information, it is just there to create an error when
the disk drive tries to read it.







